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THE PROBLEM DOMAIN
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The need for data collaboration has become essential

Driven by a combination of factors including a more restrictive regulatory landscape, the deprecation of 3rd party cookies and 

increased sensitivity pertaining to the use of personal data, a new era of identity management is forming whereby solutions 

are decentralizing – promising to ensure greater consumer protections while allowing organizations to extract the insights required 

to conduct targeting marketing practices at scale.

Increasing need

of cross entity

data sharing

and matching

Data fuels a modern enterprise. There’s 

no shortage of internal data as the 

amount of data created in 2023 will 

reach over 100ZB.

Organizations increasingly need to establish 

data collaboration partnerships in order to 

obtain a robust understanding of their 

customers for executing a variety of business 

processes that include planning, 

personalization, targeting and measurement.
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However, data flow is restricted due to "interruptions" in the supply chain

• Pseudonymized identity is still considered Personal Data and can be re-used and re-identified.

• Unauthorized usage is considered a data breach.

• 50% of Americans in 2019 had their data compromised.1

• Breach incidents in the US have doubled over the last 5 years and grown 9x since 2005.1

• This is a global problem with roughly 60% of cases resulting in identity theft.1

Inadequate 

protection 

techniques 

Real risk 

of financial 

damages 

Globalized 

privacy 

regulation 

• €332M GDPR fines in 2019 due to “the insufficient technical and organizational measures to 

ensure information security.” 2

• Equifax – $3.5B historical data breach settlement in 2019. 3

• Brand reputation risk is also a major concern – companies expect a 9% decrease in global annual 

sales as a result of a data privacy crisis event. 4

• GDPR has set the standard for the global legislative model.

• Significant new privacy laws have gone into effect (or are in discussion) in 2020 for 22 countries 

including Argentina, Australia, Brazil, Canada, Chile, China, Japan, Malaysia, New Zealand, 

Nigeria, Russia, Singapore, South Africa, South Korea, Thailand, Uganda, Uruguay, and the 

United States. 5
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Increased spending on data security is being driven by privacy concerns

* Gartner worldwide security spending by market segment from  2017-2019;6

$8,823 

$9,768 

$10,578 

2017

2018

2019

Key trends that are affecting spend*

• At least 30% of organizations will spend on GDPR-

related services in 2019.

• Risk management and privacy concerns within digital 

transformation initiatives will drive additional security service 

spending in 2020 for more than 40% of organizations.

• SaaS will represent at least 50% of security software delivery 

by 2020.

$102 Billion

$114 Billion

$124 Billion

Global security spending *

What companies are saying…**

• 97% of the companies stated they plan to increase their data 

privacy spend by 50%

• 60% of respondents think the organization is under more 

scrutiny due to the expectation around how data is managed

• 79% feel vulnerable to the data privacy crisis

• 68% rated systems and technology as very effective for data 

privacy compliance

* *Data privacy study based on 500 large US based companies (60%+ C suit role + 28% 

middle management ) in 2020. 4
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Collaboration between brands, media owners and data companies will 

accelerate given the deprecation of the 3rd party cookie

WHY DATA OWNERS WANT TO SHAREWHY DATA OWNERS DON’T SHARE TODAY

They do not have the technology to trade 

directly

They do not trust their customer PII with other 

companies

The sending of PII would not be compliant

The sharing of information is not equitable or 

mutually beneficial 

Data would be more relevant, timely and 

accurate

They could avoid the risks associated with  

“buying, renting and selling” consumer data

Models that power strategy initiatives could use 

individual-level signals as opposed to 

aggregated, diluted data sets

IDC: “The concerns regarding the privacy and security ……. can challenge the growth of the market. High risk of 

re-identification and data leakage while data is in transit”

Almost every data owner has a mandate to 

monetize its data
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THE SOLUTION
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A trust-by-design identity exchange network…

To facilitate the sharing of consumer information in a manner that 

never exposes PII and blocks re-identification.

To empower brands to directly partner with other data owners in 

a  decentralized way.

The “Protected Data Age” has ushered in the need for a paradigm shift

A place to connect, explore, share and collaborate without worrying about data security and privacy risks

Data can flow freely without having to “trust” a trading partner – the technology renders risks of re-

identification mathematically impossible
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Cryptography is changing the need for trust

‘Inverted’ blockchain 

technology goals

Same underlying 

techniques

with inverse goalsBlockchain 

technology goals

Decentralized network

Cryptographic hashing

Authenticated 

message blocks

CRYPTO-

IDENTITY*

CRYPTO-

CURRENCY

Irrefutable

Public

Persistent

Obfuscated

Private

Ephemeral

*Crypto-Identity is a trademarked term and 

part of a patent-pending technological 

identity matching protocol of Karlsgate.
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The evolution of PII protection

HashingClear Text CryptoidentityClean RoomEncryption

No protection

Full disclosure of personal 

identifiers is non-compliant 

to modern regulations and 

presents a high risk of data 

breach.

In-transit protection

Decryption leads to full 

disclosure and non-

permissioned transfer of 

personal data.

In-transit protection

Disclosure protection

No control of data after 

sharing and high risk of re-

identification and 

proliferation across the 

targeting ecosystem.

In-transit protection

Disclosure protection

Re-identification protection

Trusted central party with 

custody of data relinquishes 

control over data and lacks 

transparency on data 

provenance and breach 

reporting.

In-transit protection

Disclosure protection

Re-identification protection

Bad actor protection

Pseudonym leak protection

No change in data custody

and no trust of sharing 

partners is required since 

tokens are fully anonymized 

during the match process.
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vs.

Current Identity Exchange

• Persistent and reusable hashed identifier used for 

matching purposes 

• Match partners gain full exposure to all identifiers

• One party lacks all control over the match rules and 

security of the data transmitted

• Trust is needed, since identifying data can be leaked

• Non-reusable cryptoidentity used for matching

• Match partners can only see their own cryptoidentities

• Match rules are obvious to all parties

• cryptoidentities have no identifying value to the 

facilitator

• Protection is completely ensured by technology

Re-identification risk

Data leakage risk

Inequitable control over process

Re-identification prevention

No disclosure risk

Equitable control over process

Data Partner A Data Partner B

Data Partner A Data Partner B

Current Identity Exchange

Facilitator

Why it works better
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Example use case #1 – Data Append
Use 3rd party data enrichment at individual level safely and securely

Brand Data CompanyMatched hash + 

appended variables

Brand Data Company

One-time 

cryptoidentity

One-time 

cryptoidentity

• All un-reusable Karlsgate cryptoidentities

• Anonymized cryptoidentity match on Karlsgate platform

• Trustable match result

• No re-identification and data leakage risk

Current Approach

MD5/SHA hashed PII Matched cryptoidentity + appended variables

• All brand’s PII/pseudo PII to data company

• High risk of data leakage

• High possibility of re-identification

• No control/transparency of match process



Proprietary and confidential. Do not distribute. Copyright © 2020, Karlsgate Inc.

How the Karlsgate Identity Exchange Works

Karlsgate Exchange AppKarlsgate.com

WEB BROWSER COMMAND LINE UTILITY

7
Once both partners have 

finished uploading 

cryptoidentities, match results 

will be applied to the original PII 

source.

FULLY

AUTOMATED

1
Create an account on 

karlsgate.com.

6
Once the partner accepts 

the exchange proposal, the 

exchange utility will then 

generate and upload 

cryptoidentities.

FULLY

AUTOMATED

2
Download the exchange utility program 

and link it to your account.

3
Point the exchange utility 

to a local PII data source.

4
Find an exchange partner in 

the Marketplace or invite 

them to join. They will 

mimic steps 1 through 3.

5
Select audiences and 

propose an exchange of 

identities.

on a server in your data centeron any web-connected device
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1
Original data file >>>

Stays within firewall

2
Cryptoidentities >>>

Uploaded to facilitator

4
Augmented data file >>>

Stays within firewall

3
Match results file >>>

Downloaded from facilitator

Data Transformation Example
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Zero Trust Exchange

• No PII ever leaves the 

original computing 

environment

• No persistent or re-usable 

identifier created

• No data retained

• No unmatched identities can 

be captured or re-identified 

as a side-effect

KIE Features summary
KIE not only provides a completely safe and compliant way to exchange identity, 

but also offers an easy and automated experience allowing data to flow freely throughout the ecosystem.

Intelligent Data Match

• Automatically recognize the 

input identifier types

• Identify the best way to select 

and align the common 

identifiers from both sides

• Automatically perform any 

required pre-hashing before 

creating cryptoidentity

Smart Listing

• Granular control of over the 

data available to partners

• Set minimum match thresholds 

to ensure anonymity

• Choice over marketplace 

visibility, use cases and 

consumer consent 

requirements

Digital Contracts

• Easy to use & auditable digital 

contract

• Flexibility to negotiate with 

trading partners

• Automatic exchange execution 

after acceptance from both 

parties
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Benefits Summary

Be Compliant & Safe

• Community of like-minded best 

organizations who place a 

premium on ethical data sourcing

• No need for tokens, middlemen 

data bunkers/safe havens that 

require “trust”, middlemen, or 

Third-Party Data Agreements

• No risk of re-identification, data 

exhaust or residual uses

• Network effect: new potential 

trading partners added daily

• Identify, Match and Trade: 

Confident, Secure & Compliant

Accelerate the Sales Process 

• Match and evaluate data at network 

speed

• Avoid lengthy privacy and legal reviews 

that slow the sales process

• Remove client concerns about exposure 

to their data 

• Run incremental and successive matches 

to optimize coverage in a single pass

• Determine match rates by provider and 

data element without either party 

sending data out of house

Find New Data Partners

• Invite vendors to match and 

provide new or missing data

• Your file is available 24/7 for 

multiple passes & matches by any 

number vendors

• As new data arrives, matching is 

secure and executed

• Incremental, recurring append 

match jobs run at any time

• New sources available constantly

“Approaching Zero”

• Legal barriers of testing are 

removed or eliminated

• Risk of data exposure is 

eliminated

• Cost of running match projects 

approaches zero

• Cost of data relationship 

management is minimized

• Cost of finding and onboarding 

new sources approaches zero

• Trust required to source, onboard, 

test new sources: approaching 

zero
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Starter Package Premium

Feature Matrix

Match rate of 

intersecting identities

Segment membership
(Y/N flag)

Non-identifying attributes

Single-use pseudonym
(record identifier)

Free Fuel Fee

Limited volume and functionality Pay-as-you-go or SaaS option

Fuel fee

Storage and computation fee 

for facilitator job

Premium model

• Retail fuel fee per 1000 

hashed values

• clients can opt for either a pay-

as-you-go or SaaS model

• Billed at the end of each month 

based upon actual usage or 

SaaS tier selected

Other value-added 

functions
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Thank you

Tools for the Protected Data Age

karlsgate.com


